Dear Sirs,

I have been involved with Internet architecture and security for more
than ten years. I must warn you that what you're about to do will be
devastating to privacy on the Internet and will ultimately lead to
such a strong distrust of the Internet that it may render it

useless for any type of corporate or personal communication.

There are three very serious issued here that must be discussed.

First,

the effects of putting a full-blown monitoring system in place,
aside from its immense cost to the taxpayers, will ultimately lead to
only one conclusion: a wide open hole for any Internet hacker to
direct their exploits at with the reward of full access to anyone's
information on the Internet. Security of such a tool would be
futile, and trusting a government agency with the security and
management of such a tool dangerous in light of the government's
inability to secure their own systems. Privacy concerns, corporate
espionage, and even snooping on other government agencies are all
serious concerns that would undermine America's way of doing
business.

Second,
Abuse by those in control. Supreme court Jjustices and high officials
are not those many are concerned about with regards to abuse - these

individuals are not the individuals who are commissioned to secure
and manage such a system. It is underpaid government systems
administration staff who would be responsible for managing it, people
who are very likely to abuse their power to snoop on the private
correspondence of others. Keep in mind we're not necessarily Jjust
talking about email, but personal media (pictures for example),
online banking communications, and even possibly streaming video
which should, for all privacy purposes, remain confidential.

Thirdly,

Electronic correspondence is all too easily analyzed and mined.
Clandestine government operations to collect and store data about

an individual over a period of years could easily compromise the
integrity of the Internet as a whole and lead to the unjust profiling
and intervention of law enforcement agencies who seek to use the
information for purposes other than wiretapping.

I sincerely hope you are giving this the most critical analysis
possible. If a system like this were to be put in place, I for one
would strongly consider abandoning the Internet and I suspect
millions of others would do the same.



